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DETAILED ACTION 

This office action is responsive to communication filed on 07/12/2001. 



Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1, 5, 7, 13, 15, 19, 21, 27, 31, and 33 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Brickell (Brickell). U.S. Patent No. 6,834.112 in view 
of Dietz et al. (Dietz). U.S. Patent No. 6,665,725 B1. 

Regarding claims 1 and 15, Brickell teaches the invention substantially as 
claimed. Brickell discloses a method and means in a data processing system for 
processing a request, the method and means comprising: 

receiving the request {column 3, lines 38-46); 

responsive to a first hash value being present within the request, comparing the 
first hash value to a second hash value, wherein the second hash value represents a 
current policy configuration(co/uAnn 2, lines 57-64; column 4, lines 24-48)\ and 

a match between the first hash value and the second hash value. 

However, Brickell fails to teach , responsive to the match setting a quality of 
service based on information or policy configuration associated with the first hash value. 
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In the same field of endeavor, Dietz discloses a (compiling statistics from a hash 
algorithm that provides analysis for measuring the quality of service based on many 
configurations...) [see Dietz, column 17, lines 29-61], 

Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Dietz's teachings of a 
method and apparatus to use hash value to set the quality of service, with the teachings 
of Brickell, for the purpose of "allowing high packet rates to be successfully monitored in 
a network^' as stated by Dietz in lines 30-32 of column 13. Thus, Brickell also provides 
motivation to combine by stating a need to also provide to the network with "the ability to 
more effectively distribute private keys in an insecure network to various terminals...'' 
[see Brickell, column 2, lines 28-30]. By this rationale claims 1 and 15 are rejected. 

Regarding claim 5, the combination Brickell -Dietz teaches the method of claim 1 
further comprising: 

responsive to an absence of a hash value in the request, identifying a policy mle 
for processing the request to form an identified policy rule; 

identifying a classification for the request using the identified policy rule; hashing 
the current policy configuration, of which the identified policy rule is a part, using a 
hashing algorithm to generate a current hash value [see Brickell, column 5, lines 66-67; 
column 6, lines 1-20]] and 

placing the current hash value and the information into the request. The same 
motivation that was utilized in the combination of claim 1 , applies equally as well to 
claim 5 [see Brickell, column 5, lines 49-67]. By this rationale claim 5 is rejected. 
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Regarding claim 7, the combination Brickell -Dietz teaches the method of claim 
1 , wherein the data processing system is a server [see Brickell, fig, 1, items 101-102; 
column 3, lines 7-20], . The same motivation that was utilized in the combination of 
claim 1. applies equally as well to claim 7 [see Brickell, fig. 1, items 101-102; column 3, 
lines 7-20\. By this rationale claim 7 is rejected. 

Regarding claim 13, the combination Brickell -Dietz teaches a data processing 
system comprising: 

a bus system [see Dietz, fig. 10, items 1003-1004; column 18, lines 41-53]; 

a communications unit connected to the bus system [see Dietz, fig. 10, items 
1122; column 20, lines 6-21] \ 

a memory connected to the bus system, wherein the memory includes a set of 
instructions [see Dietz, fig. 10, items 1008, 1010; column 19, lines 36-61]] and 

a processing unit connected to the bus system, wherein the processing unit 
executes the set of instructions to receive the request [see Dietz, fig. 1 1, items 1 108; 
column 20, lines 15-31]] compare the first hash value to a second hash value in 
response to a first hash value being present within the request, wherein the second 
hash value represents a current policy configuration for a quality of service [see Dietz, 
column 17, lines 29-61]] and set a quality of service based on information associated 
with the first hash value in response to a match between the first hash value and the 
second hash value [see Brickell, column 2, lines 57-64; column 4, lines 24-67; column 
5, lines 1-8]. The same motivation that was utilized in the combination of claim 1 , 
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applies equally as well to claim 13 [see Dietz, column 13, lines 30-32\. By this rationale 
claim 13 is rejected. 

Regarding claim 19, the combination Brickell -Dietz teaches the data processing 
system of claim 1 5 further comprising: 

first identifying means, responsive to an absence of a hash value in the request, 
for identifying a policy rule for processing the request to form an identified policy rule 
[see Brickell, column 5, lines 19-65; column 6, lines 1-20]] 

second identifying means for identifying a classification for the request using the 
identified policy rule [see Brickell, column 5, lines 19-65; column 6, lines 1-20]] 

hashing means for hashing the current policy configuration, of which the 
identified policy rule is a part, using a hashing algorithm to generate a current hash 
value [see Brickell, column 4, lines 18-67]\ and 

placing means for placing the current hash value and the information into the 
request [see Brickell, column 4, lines 78-67], The same motivation that was utilized in 
the combination of claim 1 , applies equally as well to claim 19 [see Dietz, column 13, 
lines 30-32], By this rationale claim 19 is rejected. 

Regarding claim 21 , the combination Brickell -Dietz teaches the data processing 
system of claim 15, wherein the data processing system is a server [see Brickell, fig. 1, 
items 101-102; column 3, lines 7-20\, The same motivation that was utilized in the 
combination of claim 1, applies equally as well to claim 21 [see Dietz, column 13, lines 
30-32]. By this rationale claim 21 is rejected. 
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Regarding claim 27, the combination Brickell -Dietz teaches a computer program 
product in a computer readable medium for processing a request, the computer 
program product comprising: 

first instmctions for receiving the request [see Brickell, column 2, lines 65-67; 
column 3, lines 1-37] ] 

second instructions, responsive to a first hash value being present within the 
request, for comparing the first hash value to a second hash value[see Brickell, column 
3, lines 37-67; column 4, lines 1-67], wherein the second hash value represents a 
current policy configuration for a quality of service [see Dietz, column 17, lines 29-61]\ 
and 

third instructions, responsive to a match between the first hash value and the 
second hash value [see Brickell, column 3, lines 37-67; column 4, lines 7-67], for setting 
a quality of service based on information associated with the first hash value [see Dietz, 
column 17, lines 29-61]. The same motivation that was utilized in the combination of 
claim 1 , applies equally as well to claim 27 [see Dietz, column 13, lines 30-32], By this 
rationale claim 27 is rejected. 

Regarding claim 31, the combination Brickell -Dietz teaches the computer 
program product of claim 27 further comprising: 

fourth instmctions, responsive to an absence of a hash value in the request, for 
identifying a policy rule for processing the request to form an identified policy rule [see 
Brickell, column 5, lines 19-65; column 6, lines 1-20]\ 
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fifth instructions for identifying a classification for the request using the identified 
policy rule [see Brickell, column 5, lines 19-65; column 6, lines 1-20\\ 

sixth instructions for hashing the current policy configuration, of which the 
identified policy rule is a part, using a hashing algorithm to generate a current hash 
value [see Brickell, column 4, lines 18-67]\ and 

seventh instructions for placing the current hash value and the information into 
the request [see Brickell, column 4, lines 18-67], The same motivation that was utilized 
in the combination of claim 1 . applies equally as well to claim 31 [see Dietz, column 13, 
lines 30-32], By this rationale claim 31 is rejected. 

Regarding claim 33, the combination Brickell -Dietz teaches the computer 
program product of claim 27, wherein the data processing system is a server [see 
Brickell fig. 1, items 101-102; column 3, lines 7-20], The same motivation that was 
utilized in the combination of claim 1 , applies equally as well to claim 33 [see Dietz, 
column 13, lines 30-32]. By this rationale claim 33 is rejected. 

3. Claims 6, 8-11, 22-25, 34-35, and 37 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Brickell in view of Farber et al. (Farber), U.S. Patent No. 
6,185,598 61. 

Regarding claim 6, Brickell teaches the invention substantially as claimed. 
Brickell discloses the method of claim 5, but fail to disclose a method wherein the hash 
value and the information are placed into a cookie. 
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In the same field of endeavor, Farber discloses (..a request for a resource within 
a hash value that is attached to a co called "cookie"...) [see Farber, column 23, lines 20- 
621 

Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Farber's teachings of a 
method and apparatus to use a request attached in a cookie, with the teachings of 
Brickell, for the purpose of "allowing the server to record to request and determine 
whether the cached resource may be sen/ed or not. . ." as stated by Farber in lines 40- 
43 of column 23. Thus, Brickell also provides motivation to combine by stating a need 
to also provide to the network with ''the ability to more effectively distribute private keys 
in an insecure network to various terminals..." [see Brickell, column 2, lines 28-30], By 
this rationale claim 6 is rejected. 

Regarding claim 8. the combination Brickell -Farber teaches a method in a data 
processing system for processing a request, the method comprising: 

responsive to receiving a request containing a selected cookie in which the 
selected cookie [see Farber, column 23, lines 20-62] includes a first hash value and 
information associated with the hash value, determining whether the first hash value 
corresponds to a second hash value, wherein the second hash value represents a 
current policy configuration for processing requests by the data processing system [see 
Brickell, column 4, lines 24-67; column 5, lines 1-42]\ and 

responsive to a correspondence between the first hash value and the second 
hash value, processing the request using the information [see Brickell, column 2, lines 
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57-64; column 4, lines 24-67]. The same motivation that was utilized in the combination 
of claim 6, applies equally as well to claim 8 [see Farber, column 23, lines 40-43], By 
this rationale claim 8 is rejected. 

Regarding claim 9, the combination Brickell -Farber teaches the method of claim 
8 further comprising: 

responsive to receiving a request containing the selected cookie, determining 
whether the selected cookie is stale; responsive to an absence of a detemnination that 
the cookie being is stale, generating a new classification for the request; and responsive 
to the cookie being stale, preventing initiation of the determining step [see Farber, 
column 23, lines 22-65], The same motivation that was utilized in the combination of 
claim 6, applies equally as well to claim 9 [see Farber, column 23, lines 40-43]. By this 
rationale claim 9 is rejected. 

Regarding claim 10, the combination Brickell -Farber teaches the method of 
claim 9 further comprising: responsive to an absence of the selected cookie, processing 
the request with the current policy configuration to generate a first classification for the 
request [see Farber, column 23, lines 22-65]] 

applying a hashing algorithm to the current policy configuration to generate the 
first hash value[see Brickell, column 4, lines 18-67]] and 

placing the first hash value and information associated with the first hash value 
within a new cookie [see Farber, column 23, lines 22-65]. The same motivation that was 
utilized in the combination of claim 6, applies equally as well to claim 10 [see Farber, 
column 23, lines 40-43], By this rationale claim 10 is rejected. 
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Regarding claim 11, the combination Brickell -Farber teaches the method of 
claim 8. wherein the selected cookie includes a universal resource identifier, a user 
identification, and a user group identification [see Farber, column 23, lines 22-65; 
column 8, lines 1-67], The same motivation that was utilized in the combination of claim 
6, applies equally as well to claim 1 1 [see Farber, column 23, lines 40-43], By this 
rationale claim 11 is rejected. 

Regarding claim 22, the combination Brickell -Farber teaches a data processing 
system for processing a request, the data processing system comprising: 

determining means, responsive to receiving a request containing a selected 
cookie in which the selected cookie includes a first hash value and information 
associated with the hash value, for determining whether the first hash value 
corresponds to a second hash value, wherein the second hash value represents a 
current policy configuration for processing requests by the data processing system [see 
Brickell, column 4, lines 24-67; column 5, lines 1-42]\ and 

processing means, responsive to a correspondence between the first hash value 
and the second hash value, for processing the request using the information [see 
Brickell, column 2, lines 57-64; column 4, lines 24-67], The same motivation that was 
utilized in the combination of claim 6. applies equally as well to claim 22 [see Farber, 
column 23, lines 40-43], By this rationale claim 22 is rejected. 

Regarding claim 23, the combination Brickell -Farber teaches the method of 
claim 22, wherein the detemiining means is a first determining means and further 
comprising: second determining means, responsive to receiving a request containing 
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the selected cookie, for determining whether the selected cookie is stale; generating 
means, responsive to an absence of a determination that the cookie being is stale, for 
generating a new classification for the request; and preventing means, responsive to the 
cookie being stale, for preventing initiation of the determining means [see Farber, 
column 23, lines 22-65\, The same motivation that was utilized in the combination of 
claim 6. applies equally as well to claim 23 [see Farber, column 23, lines 40-43], By this 
rationale claim 23 is rejected. 

Regarding claim 24. the combination Brickell -Farber teaches the data 
processing system of claim 23, wherein the processing means is a first processing 
means and further comprising: 

second processing means, responsive to an absence of the selected cookie, for 
processing the request with the current policy configuration to generate a first 
classification for the request [see Farber, column 23, lines 22-65\\ 

applying means for applying a hashing algorithm to the current policy 
configuration to generate the first hash value [see Brickell, column 4, lines 18-67]\ and 

placing means for placing the first hash value and information associated with the 
first hash value within a new cookie [see Farber, column 23, lines 22-65\, The same 
motivation that was utilized in the combination of claim 6, applies equally as well to 
claim 24 [see Farber, column 23, lines 40-43], By this rationale claim 24 is rejected. 

Regarding claim 25, the combination Brickell -Farber teaches the data 
processing system of claim 22, wherein the selected cookie includes a universal 
resource identifier, a user identification, and a group identification [see Farber, column 
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23, lines 22-65; column 8, lines 1-67\. The same motivation that was utilized in the 
combination of claim 6, applies equally as well to claim 25 [see Farber, column 23, lines 
40-43], By this rationale claim 25 is rejected. 

Regarding claim 34, the combination Brickell -Farber teaches a computer 
program product in a computer readable medium for processing a request, the 
computer program product comprising: 

first instructions, responsive to receiving a request containing a selected cookie 
[see Farber, column 23, lines 20-62] in which the selected cookie includes a first hash 
value and information associated with the hash value, for determining whether the first 
hash value corresponds to a second hash value, wherein the second hash value 
represents a current policy configuration for processing requests by the data processing 
system [see Brickell, column 4, lines 24-67; column 5, lines 1-42]\ and 

second instructions, responsive to a correspondence between the first hash 
value and the second hash value, for processing the request using the information [see 
Brickell, column 2, lines 57-64; column 4, lines 24-67], The same motivation that was 
utilized in the combination of claim 6, applies equally as well to claim 34 [see Farber, 
column 23, lines 40-43]. By this rationale claim 34 is rejected. 

Regarding claim 35, the combination Brickell -Farber teaches the computer 
program product of claim 34 further comprising: third instructions, responsive to 
receiving a request containing the selected cookie, for determining whether the selected 
cookie is stale; fourth instructions, responsive to an absence by a determination that the 
cookie being is stale, for generating a new classification for the request; and fifth 
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instructions, responsive to the cookie being stale, for preventing initiation of the 
determining step [see Farber, column 23, lines 22-65\. The same motivation that was 
utilized in the combination of claim 6, applies equally as well to claim 35 [see Farber, 
column 23, lines 40-43], By this rationale claim 35 is rejected. 

Regarding claim 37, the combination Brickell -Farber teaches the computer 
program product of claim 34, wherein the selected cookie includes a universal resource 
identifier, a user identification, and a group identification [see Farber, column 23, lines 
22-65; column 8, lines 1-67\, The same motivation that was utilized in the combination 
of claim 6, applies equally as well to claim 37 [see Farber, column 23, lines 40-43], By 
this rationale claim 37 is rejected. 

4. Claims 2-4, 12, 14, 16—18, 20, 26, 28-30, 32, 36, and 38 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Brickell and Dietz as applied to claims 1,15, 
27 above, and in further view of Farber. 

Regarding claim 2, the combination Brickell-Dietz teaches the invention 
substantially as claimed. Brickell-Dietz discloses the method of claim 1 , but fails to 
disclose the first hash value and the information located in a cookie within the request. 

In the same field of endeavor, Farber discloses (..a request for a resource within 
a hash value that is attached to a co called "cookie"...) [see Farber, column 23, lines 20- 
62]. 

Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Farber's teachings of a 
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method and apparatus to use a request attached in a cookie, with the teachings of 
Brickell-Dietz, for the purpose of allowing the server to record to request and determine 
whether the cached resource may be served or not.," as stated by Farber in lines 40- 
43 of column 23. Thus, Brickell also provides motivation to combine by stating a need 
to also provide to the network with "the ability to more effectively distribute private keys 
in an insecure network to various terminals,." [see Brickell, column 2, lines 28-30], By 
this rationale claim 2 is rejected. 

Regarding claim 3, the combination Brickeli-Dietz-Farber teaches the method of 
claim 2, wherein the cookie is located within a header of the request [see Farber, 
column 23, lines 20-62 ]. The same motivation that was utilized in the combination of 
claim 2, applies equally as well to claim 3 [see Farber, column 23, lines 40-43], By this 
rationale claim 3 is rejected. 

Regarding claim 4, the combination Brickell-Dietz-Farber teaches the method of 
claim 1 , wherein the request is a hypertext transport protocol request [see Farber, 
column 23, lines 20-62], The same motivation that was utilized in the combination of 
claim 2, applies equally as well to claim 4 [see Farber, column 23, lines 40-43], By this 
rationale claim 4 is rejected. 

Regarding claim 12, the combination Brickell-Dietz-Farber teaches the method 
of claim 8, wherein the information includes a quality of service indicator [see Dietz, 
column 17, lines 29-69], The same motivation th,at was utilized in the combination of 
claim 2, applies equally as well to claim 12 [see Farber, column 23, lines 40-43], By this 
rationale claim 12 is rejected. 
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Regarding claim 14, the combination Brickell-Dietz-Farber teaches a data 
processing system comprising: 

a bus system [see Dietz, fig, 10, items 1003-1004; column 18, lines 41-53]\ 

a communications unit connected to the bus system [see Dietz, fig. 10, items 
1122; column 20, lines 6-2 1]\ 

a memory connected to the bus system, wherein the memory includes a set of 
instructions [see Dietz, fig, 10, items 1008, 1010; column 19, lines 36-61]] and 

a processing unit connected to the bus system, wherein the processing unit 
executes the set of instmctions to determine whether the first hash value corresponds to 
a second hash value in response to receiving a request containing a selected cookie in 
which the selected cookie [see Farber, column 23, lines 22-65\ includes a first hash 
value and information associated with the hash value, wherein the second hash value 
represents a current policy configuration for processing requests by the data processing 
system; and process the request using the information in response to a correspondence 
between the first hash value and the second hash value[see Brickell, column 2, lines 
57-64, column 4, lines 24-67, column 5, lines 1-8]. The same motivation that was 
utilized in the combination of claim 2, applies equally as well to claim 14 [see Farber, 
column 23, lines 40-43], By this rationale claim 14 is rejected. 

Regarding claim 16, the combination Brickell-Dietz-Farber teaches the data 
processing system of claim 15, wherein the first hash value and the information are 
located in a cookie within the request [see Farber, column 23, lines 22-65\, The same 
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motivation that was utilized in the combination of claim 2. applies equally as well to 
claim 16 [see Farber, column 23, lines 40-43], By this rationale claim 16 is rejected. 

Regarding claim 17, the combination Brickell-Dietz-Farber teaches the data 
processing system of claim 16, wherein the cookie is located within a header of the 
request [see Farber, column 23, lines 22-65\. The same motivation that was utilized in 
the combination of claim 2, applies equally as well to claim 17 [see Farber, column 23, 
lines 40-43]. By this rationale claim 17 is rejected. 

Regarding claim 18, the combination Brickell-Dietz-Farber teaches the data 
processing system of claim 1 5, wherein the request is a hypertext transport protocol 
request [see Farber, column 23, lines 22-65]. The same motivation that was utilized in 
the combination of claim 2, applies equally as well to claim 18 [see Farber, column 23, 
lines 40-43]. By this rationale claim 18 is rejected. 

Regarding claim 20, the combination Brickell-Dietz-Farber teaches the data 
processing system of claim 19, wherein the hash value and the information are placed 
into a cookie [see Farber, column 23, lines 22-65]. The same motivation that was 
utilized in the combination of claim 2, applies equally as well to claim 20 [see Farber, 
column 23, lines 40-43]. By this rationale claim 20 is rejected. 

Regarding claim 26, the combination Brickell-Dietz-Farber teaches the data 
processing system of claim 22, wherein the information includes a quality of service 
indicator [see Farber, column 23, lines 22-65]. The same motivation that was utilized in 
the combination of claim 2, applies equally as well to claim 26 [see Farber, column 23, 
lines 40-43]. By this rationale claim 26 is rejected. 
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Regarding claim 28, the combination Brickell-Dletz-Farber teaches the computer 
program product of claim 27, wherein the first hash value and the information are 
located in a cookie within the request [see Fatter, column 23, lines 22-65\, The same 
motivation that was utilized in the combination of claim 2, applies equally as well to 
claim 28 [see Farber, column 23, lines 40-43]. By this rationale claim 28 is rejected. 

Regarding claim 29, the combination Brickell-Dietz-Farber teaches the computer 
program product of claim 28, wherein the cookie is located within a header of the 
request [see Farber, column 23, lines 22-65\. The same motivation that was utilized in 
the combination of claim 2, applies equally as well to claim 29 [see Farber, column 23, 
lines 40-43]. By this rationale claim 29 is rejected. 

Regarding claim 30, the combination Brickell-Dietz-Farber teaches the computer 
program product of claim 27, wherein the request is a hypertext transport protocol 
request [see Farber, column 23, lines 22-65], The same motivation that was utilized in 
the combination of claim 2, applies equally as well to claim 30 [see Farber, column 23, 
lines 40-43]. By this rationale claim 30 is rejected. 

Regarding claim 32, the combination Brickell-Dietz-Farber teaches the computer 
program product of claim 31 , wherein the hash value and the information are placed into 
a cookie [see Farber, column 23, lines 22-65], The same motivation that was utilized in 
the combination of claim 2, applies equally as well to claim 32 [see Farber, column 23, 
lines 40-43], By this rationale claim 32 is rejected. 

Regarding claim 36, the combination Brickell-Dietz-Farber teaches the computer 
program product of claim 35 further comprising: 
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sixth instructions, responsive to an absence of the selected cookie [see Farben 
column 23, lines 22-65]. for processing the request with the current policy configuration 
to generate a first classification for the request [see Bhckell, column 5, lines 19-65; 
column 6, lines 1-20]] 

seventh instructions for applying a hashing algorithm to the current policy 
configuration to generate the first hash value [see Brickell, column 4, lines 18-67]] and 

eighth instructions for placing the first hash value and information associated with 
the first hash value within a new cookie [see Farber, column 23, lines 22-65], The same 
motivation that was utilized in the combination of claim 2, applies equally as well to 
claim 36 [see Farber, column 23, lines 40-43], By this rationale claim 36 is rejected 

Regarding claim 38, the combination Brickell-Dietz-Farber teaches the computer 
program product of claim 34, wherein the infomriation includes a quality of service 
indicator [see Farber, column 23, lines 22-65], The same motivation that was utilized in 
the combination of claim 2, applies equally as well to claim 38 [see Farber, column 23, 
lines 40-43], By this rationale claim 38 is rejected. 
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Conclusion 



5. Any inquiry concerning this communication or earlier communications from 
examiner should be directed to Jude Jean-Gilles whose telephone number is (571) 272- 
3914. The examiner can normally be reached on Monday-Thursday and every other 
Friday from 8:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, David Wiley, can be reached on (571) 272-3923. The fax phone number for 
the organization where this application or proceeding is assigned is (703) 305-3719. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is (703) 305- 
3900. 

Jude Jean-Gilles 
Patent Examiner 
Art Unit 2143 
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JJG 




